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Introduction

To minimize the risk of deploying defective software, engineering practices have
evolved towards regression-driven experimentation, namely canary testing. This prac-
tice involves exposing a change to a small group of users or traffic and studying its
effects under production workloads.

One common approach to canary testing 1s to treat it as a controlled experiment. In
this approach, a small portion of users are randomly assigned to one of two variants:
control or treatment. The treatment represents the release candidate and contains the
change to be tested while the control 1s a copy of the previous version. This approach
1s related to an A/B test design found 1n online controlled experiments.

A major shortcoming of existing approaches 1s the reliance on fixed-n tests. These
are statistical tests that provide guarantees, such as Type-I (false detection) error con-
trol, when used strictly once. In practice, it can be tempting to apply these tests for
continuous monitoring in an attempt to quickly detect regressions. However, this can
result in an unacceptable number of false positives.

We present a statistical framework for rapidly detecting regressions in software de-
ployments. Our approach 1s based on sequential tests of stochastic order and of equal-
ity 1n distribution. This enables canary tests to be continuously monitored, permitting
regressions to be rapidly detected while strictly controlling the false detection proba-
bility throughout. The utility of this approach 1s demonstrated based on case studies
at Netflix.

Can You Spot The Difference?

Consider two event streams of PlayDelay - the time taken for a title to start streaming.
The Netflix client application measures this delay and sends it to Netflix every time
the user begins to stream. Each red dot corresponds to a measurement of PlayDelay
from a user starting a stream.
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New versions of the client application must not ’increase” PlayDelay. We formulate
the notion of an ”1ncrease” in terms of stochastic ordering. Under the null hypothesis,
measurements from the release candidate are stochastically less than or equal to those
in the production version of the app. This captures a broader class of changes in the
distribution than just differences in the mean.

Sequential Tests of Stochastic Dominance

We perform sequential inference on the entire distribution and quantile functions to
get a complete understanding of the changes caused by the release candidate. Lever-
aging the results of Howard [1], we construct time uniform confidence sequences on
the distribution and quantile functions (1). These provide coverage guarantees across
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time, tighten with incoming measurements, and are guaranteed to reveal any differ-
ence eventually. The canary test can be concluded as soon as these fail to intersect,
or when the confidence bands become so tight that any difference, if 1t exists, 1s not
practically meaningtul.
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Example: Increase in PlayDelay

In practice this procedure detects even small performance regressions very quickly.
The following example shows a canary tests where there was a small increase in Play-
Delay for the release candidate which was detected at the 0.01 level 1n approximately
1 minute.

Time Since Start [s] Quantile

The median value of PlayDelay increased by at least 11 and at most 255 milliseconds
in the release candidate, while the 75-percentile increased by at least 51 and at most
635 milliseconds (based on a 0.99 confidence interval).

What About Count Metrics?

Consider two event streams of Successful Play Starts (SPS). When playback begins
successfully, an SPS event 1s sent to Netflix by the client application. A significant
drop 1n SPS events between software versions therefore implies a significant increase
in playback failures, and 1s an important metric for detecting software regressions.

Production
Release Candidate

The raw data 1s simply a point process in time and we seek a sequential test to deter-
mine if the point processes generated by the production version is different from that
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generated by the release candidate. The following approach 1s also used to monitor
the rates of errors produced by each application version.

Sequential Tests of Renewal Processes

A renewal process 1s a stochastic process 1n time with waiting times between succes-
sive timestamps (epochs) drawn 1.1.d. from a renewal distribution. Consider a sequence
of timepoints %1, to, . ..t, observed in an interval |0, 7]. Let g and G be the renewal
density and distribution function of the process respectively. The likelihood for G
given the observed times 1s given by

Hg 1+1 —

We adopt the same approach for sequentially testing differences in the renewal distri-
bution that governs the point processes in both versions of the client application. This
amounts to learning the renewal distribution from the epochs A; = (t5 — t1), Az ==
(tg — tQ) elc.

p((t1,ta, ...t )g(t) (1 — G(T —t,), (2)

Example: Decrease in Successful Play Starts

The following example 1s taken from a canary test in which the release candidate con-
tained a serious bug, preventing users from streaming. The decrease 1n successful play
starts for the release candidate was detected within 11 seconds at the 0.01 level.

—— Sequential p-value
o =0.01
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Conclusion

We present an approach to canary testing that has successtully detected performance
regressions and bugs in software deployments at Netflix. The novel contributions of
this approach are the formulation of regressions in terms of stochastic orderings and
the sequential testing framework. Testing hypotheses of stochastic order enables de-
velopers to assign an undesirable direction to changes in a metric distribution beyond
simply comparing the means.
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